MHdopmMaunoHHas namsiTka AnA oby4varLlwmnxca ons pa3MeLieHns Ha
ocmuManbHbIX MHTEPHET-pecypcax

C kaxgbIM rogoM MOJSiofexu B MHTEpPHeTe CTaHOBUTCA BonbLue, a LWKOMbHUKN OOHU
M3 caMbIX aKTUBHbIX rMonb3oBaTenen PyHeta. Mexagy Tem, MNOMMMO OFPOMHOrO
KOnmnyecTBa BO3MOXHOCTEW, WHTEPHET HeceT M npobnembl. JTa namMsTka OOSHKHa
nomoyb Tebe 6Ge3onacHO HaxoanTLCA B CETU.

KomMnbroTepHble BUPYCHI

KoMnblOTEPHBIN  BUPYC - 3TO pPasHOBUOHOCTb  KOMIMbIOTEPHLIX MNporpamMm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOW SABNSAETCS CMOCOBHOCTb K pa3MHOXeHuto. B
AOMNOMHEHME K 3TOMY, BMPYCbl MOIyT MNOBPEAUTb WM MOSHOCTBI YHUYTOXWUTb BCE
annbl M JaHHble, NOAKOHTPOSIbHbIE MONb30BaTENO, OT MMEHUW KoToporo 6bina
3anyuleHa 3apaxeHHas nporpaMmma, a Takke MOoBpeauTb WM Jaxe YHUYTOXUTb
OMepaumoHHy0 CUCTEMY CO Bcemu dannamum B uUenomM. B GonblMHCTBE cnyvaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aLmMTbl OT BPE4OHOCHbIX MPOrpamMm:

1. Ncnonb3yn COBpPEMEHHblEe oOnepauuoHHbIE CUCTEMBI, UMEKLME CePbE3HbIN
YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX MPOrpamm;

2. TloctosiHHO  ycTaHaBnuMBanM nadtm  (UuMdpoBble  3annaTku,  KoTopble
aBTOMaTUYECKN YCTaHaBNMBAKOTCA C LUenblo [opaboTkm nporpammbl) W Apyrue
OBHOBIEHNS1 CBOEN onepauuoHHON cucTeMbl. CkaumBam MX TOMNbKO C oduumanbHOro
canta paspabotunka OC. Ecnu cywecTtByeT pexum aBTOMaTM4YecKoro OBHOBMNEeHus,
BKIOYM €rO;

3. PabGota Ha cBOeEM KOMMNbOTEPE MOA4 MNpaBaMy MNofb3oBaTens, a He
agMuHUCTpaTopa. 3TO He NOo3BOSIUT  OONbLUMHCTBY BPELOHOCHBLIX Nporpamm
WHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Mcnonbayn aHTUBUPYCHbIE nporpaMmHble NPOAYKTbI N3BECTHbIX
npounssoguTenen, ¢ asTomaTn4eckum obHoBneHmem 6as;

5. OrpaHunyb omsnyeckmin 4OCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX NN,

6. Ncnonb3yn BHELWLHME HOCUTENU MHopMauuu, Takme Kak cnewika, AUCK uUnm
drann n3 nHTepHeTa, TONbKO U3 MPOBEPEHHbLIX UCTOYHUKOB;

7. He oOTKpblBal KOMNbIOTEPHblIE annbl, MOMyYeHHblE W3 HEHaLEeXHbIX
NUCTOYHMKOB. [laxe Te pannbl, KOTOpble npucnan TBOWM 3HAKOMbIW. Jlydwe yTouHu Yy
Hero, OTnpaBnAn nm oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3aTo He BMA nepefadn OaHHbIX, HE TEXHOMOMMA, a BCEro nuwb OpeHa,
mapka. Ewe B 1991 rogy HuaepnaHackas KOMMaHWA 3aperncrpuposana ©OpeHA
"WECA", yto o6o3Hauano crnosoco4vetaHne "Wireless Fidelity", koTopbii nepesoantcs
Kak "becnpoBogHasi TOMHOCTbL".

[lo Hawero BpemeHu gowna gpyras abbpeBmartypa, KoTopasa SBNSETCS Takowm Xe
TexHonorven. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHgapT Bbiclien 3BykoBowW TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTbL".

[a, GecnnaTHbll WHTEPHET-OOCTYN B Kadhe, oTensax wm asponopTax SABAseTcs
OT/IMYHOM BO3MOXHOCTbI BbiIXO4a B WHTEpHET. Ho MHOrMe akcnepTbl CYMTAlOT, 4YTO
obwenoctynHole Wi-Fi ceTn He siBnsaitoTcsa 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepepnaBan cBOK NMYHYO MHopmaumio Yepes obuwenoctynHble Wi-Fi ceTn.
PaboTtas B HUX, )xenaTenbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakue-To HOMepa,;

2. icnonb3yi n 06HOBNAN aHTUBUPYCHbIE NporpamMmmbl U 6paHamayep. TeMm cambiM
Tbl 06e3onacuilb cebst OT 3aKayku BUpyca Ha TBOe YCTPOWCTBO;



3. MNpun uncnonesosanmm Wi-Fi oTtkntoun cyHkuuio "O6wmn goctyn kK channam um
npuHTepam". [aHHas yHKUMA 3akpbiTa N0  YMOMYaHWIO, OAHAKO HEeKoTopble
nonb3oBaTenM akTMBUPYIOT ee And ygobcTea ncnonb3oBaHusa B pabote nnm yyebe;

4. He ncnonb3yn nybnuuHein WI-FI ons nepegayn nuyHbIX aHHbIX, HAanpumep Ans
BbIXOAa B coUManbHble CETU UMK B SNIEKTPOHHYIO NOYTY;

5. Vcnonb3yn Tonbko 3awmweHHoe coeanHeHne vepe3 HTTPS, a He HTTP, T.e.
npwn Habope Beb-agpeca BBoaM MMeEHHO "https://";

6. B MobunbHoM TenedpoHe oTkmoum yHkumo "lMogknodeHne k  Wi-Fi
aBTomMaTtmyeckn". He ponycka aBTOMaTUYECKOro MOAKMNIOYEHUA YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOErO cornacus.

CoumnanbHble ceTn

CoumnanbHble CeTUM aKTMBHO BXOOAT B Hally XU3Hb, MHOrMe noaun paboTtalT u
XUBYT TaM NOCTOSAHHO, a B Facebook yxe 3aperncrtpypoBaH mMunnvapn 4YenoBek, 4YTo
ABNSAETCA OOHOW CcefobMOM BCeX XuTtenewm nnaHetbl. MHorme nonb3oBaTenu He
NOHMMAIOT, YTO MHGOPMaUMs, pasMeLleHHass UMM B coumarnbHbIX CeTSX, MOXeT ObiTb
HangeHa W UCnonb3oBaHa KeM YrodHo, B TOM u4ucrie He obsasaTtenibHO ¢ 6narumm
HaMepeHNaMN.,

OcHoBHble coBeTbl N0 6e30MacHOCTM B coumarnbHbIX CETAX:

1. OrpaHnyb cnucok gpysen. Y 1eba B Opy3bsx He AOMKHO ObiTb CryvyamHbIX U
HEe3HaKoMbIX Noaen;

2. 3awmuan cBOK 4YacTHyK Xu3Hb. He ykasbiBa naponu, TenedoHbl, agpeca,
AaTy TBOEro POXAEHUS M APYry NUYHY0 MHAOPMaLMIO. 3MOYMbIWAEHHUKU MOTyT
MCNonb3oBaTb Jaxe WHMopMauuio O TOM, Kak Tbl M TBOM POAMTENU NraHupyeTe
NPOBECTN KaHWUKYIbI;

3. 3awumwan ceok penytaumio - OEpXU ee B YMCToTe M 3agaBan cebe Bonpoc:
xoTen Obl Tbl, YTOObLI ApyrMe nonb3oBaTenn BUAENU, YTO Thl 3arpyxaewbs? Nogyman,
npexge 4em 4to-To onybnukoBaThb, HaNUcaTb U 3arpy3unTb;

4. Ecnu Tbl rOBOPUWbL C NOABMW, KOTOPbIX HE 3Haellb, HEe MWCMOonb3yh CBOE
peanbHOe UMSA U APYryo NUYHYI0 MHOPMALMK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl
N npoyee;

5. N3beran pasmeweHun dotorpacdhmm B WHTEepHeTe, rae Tbl u3obpaxeH Ha
MECTHOCTU, MO KOTOPOW MOXHO onpeaennTb TBOe MECTOMOSOXKEHME;

6. MNpu pernctpauun B coumanbHOW CETU HEeOoBXOAMMO MCNONb30BaTb CIIOXHbIE
naposnu, coctosime n3 6yks n LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. na coumanbHOW CeTu, NoYTbl U OPYrMX CanmToOB HEOoOXo4MMO WUCMONb30BaTb
pasHble naponu. Torga ecnu Teba B3NOMaloT, TO 3MOYMbIWIEHHMKM Nofy4aT JOCTyn
TOMNbKO K OAHOMY MECTY, a He BO BCe cpaasy.

ONEeKTPOHHbIEe AeHbIM

ONEKTPOHHbIE AeHbrM - 3TO O4YeHb YAOOHbIM crnocob nnaTtexen, OAHaAKO
CYLLLECTBYIOT MOLLUEHHMKWN, KOTOPbIE XOTAT NONYYNTb 3TN AEHbLIN.

ONEKTPOHHbIE AEHbMM MOSIBUNIMCb COBCEM HEOABHO M UMEHHO M3-3a 3TOr0 BO
MHOIMX rocygapcreax 40 CUMX MOp He NPOMNUCAHO NPO HUX B 3aKOHaX.

B Poccumn xe oHM PYHKLUMOHMPYIOT U O HUX YXe MPoMnMcaHO B 3aKOHe, rae ux
pasgensioT Ha HECKONbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTca npoBoAUTb onepauun 6e3
noeHTUrKaumMm nonb3oBaTensi, a B HEeaHOHMMHbIX MAEHTUdMKauusa nonb3oBaTens
aBnsaeTca obazarensHon.

Takke crnegyetr pasnuyaTb  9NEKTPOHHble  dunaTHble  AeHbrM  (paBHbl
rocygapCTBEHHbIM BantoTam) W 9fEKTPOHHble HedwuaTHble [AeHbrM (He paBHbI
rocyaapCTBEHHbIM BaroTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHLIMU A€Hbramu:



1. TpuBsxxn K cyeTy MOBUNbHBIN TenegoH. OTO cambii YyAOOHbLIM U ObICTPbLIN
cnoco® BOCCTAHOBUTb AOCTyn K cyeTy. [lpuBA3aHHbIM TenedoH MNOMOXeT, ecnu
3abypnellb CBOM NNaTeXHbIN Naposb UK 3anfellb Ha CauT C HE3HAaKOMOIO YCTPOWCTBA;

2. Wcnonb3yn opgHopasoBble naponu. [locrne nepexoga Ha  YCUMEHHYHO
aBTopm3aumo Tebe yxe He OygeT yrpoxaTb OMacHOCTb Kpaxu WM nepexsaTta
nnaTexHoro napons;

3. Boibepu cnoxHbii naposnb. [NpectynHukam 6yaet He NpOCTO yragaTb CIOXHbIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaTt He MeHee 8 3HaKoB U
BKIMOYalOT B cebs CTPOYHble U MPOMUCHble BYKBbI, LMMPbI U HECKOSIbKO CUMBOJIOB,
TaKve Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NIMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

ANeKTPpOHHas no4ra

ONeKTpoHHas no4yta - 9TO TEeXHONorMs M npefocTaBnseMble €l YCnyrm no
nepecbisike N MNOSTIYYEHUIO SNEKTPOHHLIX COOOLLEHU, KOTOpble pacrnpefensitotca B
KOoMMbloTepHON ceTU. OBbIYHO 3MEKTPOHHbBIA MOYTOBbLIA ALWMK BbIMMSAUT CreayoLWmnm
obpasoMm: uMA_nonb3oBaTens@uMsa_foMeHa. Takke Kpome nepefadm npocToro
TeKCTa, UMeeTcs BO3MOXHOCTb nepeaasaTb dpannbl.

OcHoBHble coBeTbl NoO BesonacHon paboTe ¢ NEeKTPOHHOW MNOYTON:

1. Hapo BbibpaTb NpaBunbHbIA NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBbIN
BbI6op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OOHAKO fy4lle JOBEPSTb TEM, KOro 3Haellb U
KTO NepBbi B PENTUHIE;

2. He ykasbiBa B JIMMHOM MOYTE JIMYHYKO MHGopmauuio. Hanpumep, nydwe
BbIGpaTb "My3bikanbHbIN_aHaT@" nnn "pok2013" BmecTto "temal13";

3. Wcnonb3yn OByxaTanHylo aBTopu3aumioo. OTO Korga MOMUMMO Mapons HY>XHO
BBOAWUTb KO, Nnpucbinaemsin no SMS;

4. Bbibepu crnoxHbii naposnb. [0na Kaxaoro NoYTOBOro siLMka OOMKEH ObiTb CBOW
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporsib;

5. Ecnn eCcTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIN BOMPOC, MCMOSMb3yK
9Ty BO3MOXHOCTb;

6. Ncnonb3yn HeCKONbKO MOYTOBbLIX ALWMKOB. [lepBbli ANA YaCTHOW Nepenuckui C
agpecatamu, KOTOpbIM Thbl JOBepsielb. JTO 9MEKTPOHHbIN  adpec He Hajo
Mcnonb3oBaTh NPU perncTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan hannbl n gpyrue BrOXeHUs B NUCbMax, LaXe eCrv OHU NpuLLnim
OT TBOMX Apy3en. Jlyylie yTouHM Y HUX, OTNPaBnsany nu oHu tebe atn dannsl;

8. Nocne okoH4YaHMsa paboTbl Ha NOYTOBOM CepBUCE Nepen 3akpbiTUEM BKNagku C
canToMm He 3abyab HaxaTtb Ha "Bbintn".

Knb6epOynnuHr nnu BuptyanbHoe nsgeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHve cOOBLLEHUAMM, coaepXawumMm ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe O0MKOTUpPOBaHME C MOMOLLbIO
PasfiyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnMHrom:

1. He 6pocancsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCsA Kak cebsi BeCTU U, ecrnu
HeT TOro, K KOMy MOXHO 0OpaTUTbCHA, TO BHa4dane ycrnokouTbcs. Ecnu Tbl HavHelwb
oTBeYaTb OCKOPOMNEeHUsAMM Ha OockopOneHusi, TO TONbKO ele 6onblie pasoxKellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTU MHMMmas. CyLecTBYIOT CNoCcoObl BbISCHUTb, KTO CTOUT 3a
@HOHVMMHbIM aKKayHTOM,;

4. He cTtouT BECTU XynuraHckun obpas BupTyanbHOW XunsHu. IHTepHeT dumkcmpyeT
BCE TBOV AENCTBUS U COXPAHSET UX. YaanuTb ux 6yaet kpanHe 3aTpygHUTENBHO;

5. Cobniogan cBO BUPTyasibHYIO YeCTb CMOSIOAY;



6. UrHopunpyn eguHuyHbIn Heratme. OgHOpa3oBbie OCKOPOUTENbHbIE COOOLLEHUS
nyywe urHopuposatb. OBGbLIYHO arpeccus NpekpawlaeTca Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMM COOOLLEHUSIMU, B
coumarnbHbIX CETSX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTMpPaBKM COOOLLEHUA C
onpeaenieHHbIX aapecos;

8. Ecnm TbI cBupetenb knbepbynnuHra. TBOM [EWCTBMA: BbICTYNUTb MNPOTUB
npecnegoBaTensi, NokasaTtb €My, 4YTO €ro [OeucTBuUs OLEHMBAKOTCS HeraTusBHO,
noagepXaTb XXepTBY, KOTOPOW HYXXHa NCUMXONorMyeckas noMoLLb, COOOLNTL B3POCIIbIM
0 hakTe arpeccmBHOro NOBEAEHNSA B CETMW.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTgOHblI M NnaHWweTbl cogepxaTt B cebe BNonHe B3pOCHbiv
dyHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBAaTb CO CTaUUOHAPHbLIMU KOMMbIOTEPAMU.
OpHako, cpeacTB 3awmThl AN NOAOBHbLIX YCTPOWCTB Noka o4YeHb Mano. TecTupoBaHue
N MOWUCK YSI3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans MK, To xxe camoe
KacaeTcsa 1 MOOUNbHbBIX NPUITOXEHNNA.

CoBpeMeHHble MOOWnbHble 6Gpay3epbl y)Xe MpakTUYecku AorHanuM HacTosbHble
aHanorun, ogHako pacwmpeHue dyHKLMoHana BneveTt 3a cobon 60bLIYH CNOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTb.

[laneko He Bce npoOM3BOAUTENM BbINyCcKalT OOHOBMNEHMUS, 3akpblBaloLLne
KpUTU4eckne ysi3BMMOCTM NS CBOMX YCTPOUCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huyero He aBngeTcsa no-Hactosiwemy 6ecnnatHbiM. byab oCTOpOXeH, Beab kKoraa
Tebe npegnaraoT 6ecnnaTtHblA KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To nnaTHble
ycnyru;

Hdyman, npexage yem otnpasutb SMS, oTo unm Buaeo. Tbl TOYHO 3Haelb, rae
OHU ByayT B KOHEYHOM utore?

Heobxoanmo 06HOBNATL ONEpPaLNOHHY0 CUCTEMY TBOErO CMapTAOHa;

Mcnonb3yi aHTUBMPYCHbIE NporpamMMbl 45151 MOBUIbHBIX TENE(OHOB;

He 3arpyxan npunoxeHuss OT HEU3BECTHOrO MWCTOYHWKA, Bedb OHM MOryT
coaepxaTb BpeAoHOCHOE NporpaMmMHoe obecrneyeHune;

Mocne Toro Kak Tbl BbliN4ELLb C calTa, rae BBOAWMN NNUYHYIO MHOPMaLNo, 3aMan B
HacTpownku Bbpaysepa n yganu cookies;

Mepuognyeckn npoBepsn, Kakne nnaTHble YCryrM akTUBUPOBaHblI Ha TBOEM
HOMepeE;

[aBan cBon Homep MObUNbLHOro TeniedoHa TONbKO NMIOASAM, KOTOPbLIX Thl 3HaELWb U
KOMY OoBepsieLUb;

Bluetooth gomkeH GbITb BLIKIKOYEH, KOrga Tbl UM HE NoONb3yelbes. He 3abbiBan
NHoraa npoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacouHble, 3axBaTblBaloOLWME pasBreyeHus,
oObeanHsaILWME COTHM ThICAY YEroBeK Mo BCeMy Mupy. Vrpokn nccneayoT gaHHbIN UM
MuUp, obLwialoTcs Apyr C OPYroM, BbINOSHAKT 3a4aHusl, cpaxkaktTcsi C MOHCTpaMu n
nonyyarT onbiT. 3a yOoOBOMbCTBME OHM NNATAT: MNOKyNawT AUCK, OnnadnBaroT
aboHeMeHT nnu npnobpeTarT Kakme-To Onuumn.

Bce ot cpeactea vayT Ha noggep)XaHMe M pasBUTME UIPbl, @ Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINMYCKAOTCS HOBbIE MaTyu
(umdpoBble 3annaTtku 4ns NPorpamMmm), 3aKpbiBatOTCA YSA3BUMOCTM CEPBEPOB.

B nogoGHbIX urpax CTOMT onacaTbCsl HE CTOSIbKO CBOMX COMEPHUKOB, CKOJbKO
Kpaku TBOEro napors, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpM3aunmn GONbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6&30MacHOCTM TBOErO UFPOBOrO akkayHTa:

1. Ecnu pgpyron urpok Beget ceba nnoxo wnu cosgaet Tebe HEenpUSITHOCTMW,
3abnoknpym ero B CNncke UrpoKoB;



2. lNoxanynca agMuHUCTpaTopaM Urpbl Ha MroX0e MnoBedeHue 3TOro Urpoka,
XernaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan niM4Hyt0 MHOopMaLmio B npodansie urpbl;

4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He ycraHaBnuBan HeoduumanbHble NaTyn n Moabl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Jaxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTUBMPYC. [Moka Tbl Urpaellb, TBOM
KOMNbIOTEP MOTYT 3apasuThb.

DULLMHI UK KpaXKka JINYHbIX JaHHbIX

OObI4HOM Kpaxken OeHer U LOKYMEHTOB CErOAHsl yXKe HUKOro He YyAMBULIb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMN 3MOYMbILLIIEHHUKN NEepeMeCTUNIUCb B UHTEPHET, U
NpoaosmKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBUNacb HoBas yrposa: WHTEPHET-MOLUEHHNYECTBa UM OULLIMHS, rfaBHas
uernb KOTOPOro COCTOMT B MOSTyMEeHUN KOHpuaeHUuManbHbIX SaHHbIX Nofnb3oBaTenen -
NOrnHoB 1 Nnaponen. Ha aHrnuinckom s3bike phishing untaetca kak puwmHr (ot fishing -
pblbHas noens, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnean 3a cBouMM akkayHTOM. Ecnn Tbl nogo3peBaellb, Y4TO TBOS aHKeTa Obina
B3rloMaHa, To HeobxoaMmo 3abnoknpoBaTb €e U COObLNTL agMUHUCTPATOpam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonbayn 6GesonacHble Be6G-CanTbl, B TOM YMCNE, WHTEPHET-MarasvHOB U
NMOWUCKOBbLIX CUCTEM;

3. Mcnonb3ayi crnoxHble 1 pasHble naponu. Takum obpasom, ecnun Tebsa B3fniomator,
TO 3MI0YMbILSIEHHMKM NOSTy4aT JOCTYN TONbKO K OAHOMY TBOeMy Npodunio B ceTu, a He
KO BCEM,;

4. Ecnn Tebs B3nomanu, To HeobxogMmo npeaynpenuTb BCEX CBOUX 3HAKOMbIX,
KoTopble gobaeneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3noManu n, BO3MOXHO, OT
TBOEro meHun BygeT paccbinaTtbCa cnam 1 CCbIfNKM Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTKNOYKN coxpaHeHne napond B bpaysepe;

7. He oTkpbiBan hannbl n gpyrue BrOXeEHUs B NUCbMax, JaXe eCrv OHU NpuLLnim
OT TBOMX Apy3en. Jlyylie yTouHU Yy HUX, OTNPaBnsany nn oHn tebe atn danneol.

LUndpoBas penyrauus

Lindposasa penytauus - aTo HeraTMBHaA UM NO3MTMBHAsS MH(OpMaums B CeTU O
Tebe. KomnpomeTtupytowas wHpopmauusa, pasMelleHHass B WHTEpPHETe, MOXeT
cepbe3HbIM 00pa3oM OTPasnTbCA Ha TBOEW pearnibHON Xn3Hu. "LindpoBas penytaumnsa” -
9TO TBOW UMUK, KOTOPLIM dOpMUpyeTcs n3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XuTenbcTBa, y4ebbl, TBOE (PUHAHCOBOE MNOSIOXEHNE, OCOBEHHOCTU
Xapakrepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorme noOApOCTKM  JIErKOMBICIIEHHO  OTHOCATCA K nybnvkaumm  SIMYHOW
UHpopMauun B WHTepHeTe, He MOHMMas BO3MOXHbIX MOCneacTBUA. Tbl gaxe He
CMOXelb goragaTtbCsd O TOM, 4YTO dooTorpadpus, pasmelleHHaa 5 net Haszapg, crtana
NPUYMHON OTKa3a NpUHATbL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBoux poTtorpacum U gpyrne OenucTBus MOryt He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yganuwb. Tbl HE 3Haelb, KTO COXpaHWI 3Ty
WHpoOpMauuio, nonasa fiM OHa B MOWCKOBbIE CUCTEMbI M COXpaHuMacb M OHa, a
rmaBHOE: YTO nogymalrT O Tebe OoKpyxawlime noan, KOTopble HanagyT U yBUOAT 3TO.
Hantn nHgpopmaumto MHOro et Cnycta cMoXeT Nobon - kKak U3 4obpbix NodyxXaeHUN,
Tak U C HAMEPEHMEM MPUYUHUTE Bpen. OTO MOXET ObiTb KTO YrogHO.

OcCHOBHbIEe COBETLI NO 3aLMTe LNPPOBON penyTaummn:

1. Nogyman, npexae Yyem 4To-TO Ny6nmnkoBaTb N NnepeaaBaTb y cebs B 6nore nnu B
coumanbHON CeTu;



2. B HacTpourkax npocuns yctaHOBM OrpaHMYEHUNdA Ha NMPOCMOTP TBOEro npodouns
N ero coaepXXMmoro, caenam ero Tonbko "ansa gpysen”;

3. He pasmewan n He ykasblBal WHGOPMaUMIO, KOTOpasi MOXeT Koro-nmbo
OCKOpbnATbL Unn obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LUKONbHUKN - aKTUBHbIE MOfb3oBaTenn LMEPOBOro nNpoCcTpaHCTBa.
OpHako ganeko He BCe 3HaKT, YTO NoMb30BaHWE MHOTMMW BO3MOXHOCTAMMU LIMCOPOBOIro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy COOCTBEHHOCTb.

TepMuH "vHTENnekTyanbHass COGCTBEHHOCTL" OTHOCUTCS K pasfiMyHbIM TBOPEHUAM
4YenoBEYEeCKOro yMma, HavMHasi C HOBbIX W3006peTeHui U 3HaKoB, OOO3Ha4aloLLMX
COBCTBEHHOCTb Ha NPOAYKTbI W YCIyru, W 3akaHumBasi KHUrammu, doTtorpadpusamu,
KWHO(UIIbMaMun 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyt COBCTBEHHOCTb Ha
npou3BefeHNst Hayku, nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTynakT B
KayecTBe rapaHTuM TOro, YTO WHTENNEeKTyanbHbIN/TBOPYECKUA TPy aBTopa He byaer
HanpacHbIM, dacT eMmy CcnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTatax
CBOEro Tpyaa, Nony4YnTb U3BECTHOCTb U Npu3HaHne. HukTo 6e3 paspelleHnsa aBTopa He
MOXeT  BOCMPOU3BOAMTb  €ro  npousBegeHue,  pacnpocTpaHsaTb,  NyGnuyHo
AEeMOHCTpupoBaTb, npogaBaTb, MMMIOPTMPOBATb, MyckaTb B MpoOKaT, MNyGruMyHO
NCMNOMHATL, NOKa3blBaTb/UCNOSHATL B achmpe nnu pasmewlaTs B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro" nporpammMHOro obecrneyeHusi MOXeT NPUBECTM K
MHOMMM pucKaM: OT MNOTepu [aHHbIX K TBOMM akkayHTam A0 OnokumpoBKM TBOEro
YCTPOWCTBA, rAe yCTaHOBMEeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaThb,
YTO CYLLECTBYIOT NleranbHble U 6ecnnaTtHble NporpamMmMbl, KOTOPbIE MOXXHO HanUTh B CETH.

O nopTane

CeTeBUYOK.ph - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Thl MOXelb Yy3HaTb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYMNHbIM S3bIKOM, @ NpPW BO3HWKHOBEHUU
KPpUTUYECKON cuTyauum obpatntbCa 3a coBeTOM. A Takke MNpUHATL y4vacTue B
KOHKypCax 1 ctaTb caMbIiM LMPPOBLIM rpaxxgaHnHoOM!



